NMHOOPMALIMOHHAA NMAMATKA
AnA ObYYAIOLKNXCA

C kaxgblM rogom MOSIOAEXN B MUHTEPHETE CTaHOBUTLCA BonbLue, a LUKONbHUKN OOHU U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, TOMUMO OrpPOMHOIO KONU4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT 1 nNpobnemMbl. ATa NnamMsaTKa JOMmKHA NOMoYb Tebe
6e3onacHo Haxo4MTbCA B CETWU.

KOMI'IblOTeprIe BUPYCbI

KoMnbOTEpPHBIN BUPYC - 9TO pa3HOBUOHOCTb KOMMBIOTEPHbLIX NporpamMm,
OTNNYNUTENBHON OCOBEHHOCTBLIO KOTOPOK SIBMSIETCA CMNOCOBHOCTL K padMHOXeHUIo. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOMHOCTLIO YHUYTOXNUTb BCE
dansnbl U JaHHble, MOAKOHTPOSIbHbIE MOMb30BaTEN, OT MMEHWN KOTOPOro Bbina
3anyLieHa 3apaxeHHasi nporpamMmma, a Takke noBpeauTb U Jaxe YHUUTOXUTb
onepaumoHHy0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onbLlInHCTBE cnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToapb! 3aWwmnThl OT BPEOOHOCHbIX rNMporpamMmm:

1. Vicnonb3yii COBPEMEHHbIE ONnepaLnoHHbIE CUCTEMbI, UMEIOLLNE CEePbe3HbIN YPOBEHb
3alUMTbI OT BPEOOHOCHLIX NPOrpamMm;

2. [NoCTOsAHHO ycTaHaBnNuBam nadTu (LMgPoBbIE 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMBaOTCA C LeNbio JopaboTkn nporpamMmel) 1 apyrme 06HOBNEHUS CBOeN
onepaumoHHon cnctemMbl. CkaunmBam nx TONbKO C oduLmManbHOro camTta paspaboTynka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;

3. PaboTtan Ha cBoeM KoMMbloTepe nog npaBamu Nosib30BaTess, a He
agMUHUCTpaTopa. ATO He NO3BONUT OONbLUNMHCTBY BPEAOHOCHbIX MpOorpamMm
WMHCTannMpoBaTbCs Ha TBOEM NePCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNEeHnemM 0as;

5. Orpaqub q)I/I3VI‘-IeCKVIIZ OOCTYMN K KOMMNbOTEPY OJ1A NOCTOPOHHUX UL,

6. Acnonb3yn BHELWHNEe HOCUTENX MHOpMaLMK, Takne Kak doreLuka, ANCK unu amnn m3
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTKpblBan KOMNbIOTEPHbIE ddalnbl, NOSyYeHHble N3 HEHAOEXHbIX MICTOYHUKOB.
[axe Te cpannbl, KOTOpble NpUcnan TBOW 3HaKOMbIN. Jly4dlle yTOYHWN Y Hero, oTnpasnssn
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 970 He BuA nepefayv AaHHbIX, HE TEXHOMOrMS, a BCero nuwb bpeHa, mapka.
Ewe B 1991 rogy HugepnaHackasa komnaHus sapermctpmposana opexHg "WECA", uyto
obosHa4vano cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoanTCS Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemMeHu gowna gpyras abbpesmaTtypa, KoTopasi SABMsSIE€TCA TaKon e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO 4AaHO C HAMEKOM Ha
cTaHOapT BbICLLEN 3BYKOBOM TeXHUKMN Hi-Fi, 4TO B nepeBoae O03Ha4vaeT "BblicoKas
TOYHOCTbL".



Ha, 6ecnnaTHbI MHTEPHET-OOCTYN B Kadhe, OTensx n asponoprax ABNSETCA OTINYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTalOT, YTO
obwepoctynHble Wi-Fi ceTn He siBnsaoTcs 6e3onacHbIMU.

CoseTbl No 6e3onacHocTv paboTbl B 06WwenocTynHbIX ceTax Wi-fi:

1. He nepegaBan cBO nNnyHyto nHcopmaumto yepes obwenoctynHole Wi-Fi cetw.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

3. Mpun ucnonssosaHuun Wi-Fi otkntoumn dyHkumio "O6wmi goctyn K pannam u
npuHtepam". laHHaa PyHKUKUSA 3aKpbiTa N0 YMONYaHU0, O4HAKO HEKOTOpPbIE
nonb3oBaTenNn akTUBMPYIOT ee Anga yaobcTea ucnonb3oBaHus B paboTe nnm yvebe;

4. He ncnonesyn nyonunydbin WI-FI ana nepefayv nnyHbIX gaHHbIX, HAanpumMep 4ss
BbIX04a B cOUManbHbIE CETU UIK B ANIEKTPOHHYIO MOYTY;

5. cnonb3yn TonbKo 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B MmobunbHoM TenedoHe oTknoumn yHkumio "lMogkntoyenue k Wi-Fi
aBTomMaTtmyeckun". He gonyckam aBToMaTUYECKOro NOAKMYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouuanbHble ceTu

CoumanbHble ceTU akTUBHO BXOASAT B HaLLy XXW3Hb, MHOrMe ntoav paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpMpoBaH Munnunapg YenoBek, 4YTo
ABMSETCA OQHOW CeabMOW BCeX Xuterneun nnaHetol. MHOrne nonb3oBaTenu He
MOHMMAIOT, YTO MHAPOPMALMS, pasMeLLeHHAs UMW B coumarbHbIX CETAX, MOXET ObiTb
HangeHa n ncnonb3oBaHa KeM yrogHo, B TOM Yucrie He obasaTtensHo ¢ bnarnmm
HaMepeHNaMN.

OcHoBHble coBeTbI N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsaxX He JOMKHO ObiTb CriyvarHbIX 1
He3HaKOMbIX JTIOOEWN;

2. 3awmLlan cBO YacCTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEro POXAEHUS U APYIYIO JIMYHYIO MHPOPMaLMIO. 3M0YMbILLNIEHHUKN MOTYT
MCnonb30BaTh Aaxe MHAPOPMAaLUIO O TOM, Kak Tbl U TBOM pOAUTENN NNaHUpyeTe
NPOBECTU KaHUKYbI;

3. 3awumian ceol penyTaumio - 4epXku ee B YACTOTe M 3aaaBali cebe BOnpoc: XoTen
Obl Thbl, YTOObI ApYyrMe nonb3oBaTeny BUAENN, YTO Thbl 3arpyxaellb? Moayman, npexae
4yeM YTO-TO onybnMKoBaTb, HanNUcaTb U 3arpy3unThb;

4. Ecnu Tbl FOBOPULLb C MIOABMU, KOTOPbIX HE 3HaELllb, HE UCMONb3YI CBOE pearnbHoe
MUMSI U OPYrYIO NIMYHY0 MHAOPMALMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3b6eran pasmeweHus goTtorpacdui B IHTepHETe, rae Tbl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OnpeaenMTb TBOE MECTOMONOXEHNE;

6. Mpu perncTpaumm B coumanbHOM ceTn HeobXoANMO UCMONb30BaTh CIOXHbIE Napony,
cocTosiLme 13 ByKB 1 LUdp 1 C KONNYECTBOM 3HAKOB He MeHee 8;



7. lns coumanbHOM CeTU, NOYTbI U APYrMX CanToB HEOBXOAMMO UCMONb30BaTh pa3Hble
naponu. Torga ecnu Teb4 B3NnomMatoT, TO 3fI0YMbILLUNIEHHMKM NOMAyYaT JOCTYN TOMbKO K
O[HOMY MeCTY, a He BO BCce cpaay.

SﬂeKTpOHHbIe OEHbIn

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHaKo CyLLEeCTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TN OEHbIN.

SﬂeKTpOHHbIe OeHbrm nodBuJinCb coecem HeaaBHO U MUMEHHO 13-3a 3TOro0 BO MHOIMMX
rocygapcrteax o CMX nop He rnporncaHo npo HMX B 3aKOHax.

B Poccun xe oHM OYHKUMOHUPYIOT N O HUX Y>Ke MPOMUCaHo B 3aKOHe, rae ux
pas3nensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO
aHOHMMHBIE - 3TO Te, B KOTOPbLIX pa3peLuaeTcsa NpoBoauTb onepaumm 6e3
naeHTMdrKaummn Nnonb3oBaTens, a B HEaHOHMMHbIX MAEHTUdUKaUMA Nnonb3oBaTens
ABnsaeTcs obA3aTenbHOMN.

Takxe criegyeTt pasnuyaTb 3NEKTPOHHbIE PUaTHbIE AeHbIN (PaBHbI FOCYAapCTBEHHbIM
BaroTam) 1 ANEKTPOHHblE HednaTHble OeHbI (He paBHbI FOCy4apCTBEHHbLIM
BanTam).

OcHoBHble coBeTbI NO Be3onacHon pa60Te C 3J1eKTPOHHLIMWU OE€HbraMu:

1. MNpuBsXn K c4eTy MOBUNBbHBLIN TenedoH. ATO camblil yOOOHbLIN 1 BLICTPLIN CNocob
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIn TenedoH NOMOXET, ecniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naposnu. [ocrne nepexofa Ha YyCUNEeHHY aBTopu3auunio
Tebe yxe He BygeT yrpoxaTb ONACHOCTb KpaXu Uinn nepexasaTa NraTexHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTOo yragaTh CIOXHbIN
naponb. HagexHble naponu - 3To Naponun, KOTopble cogepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebs1 CTPOYHbIE N MPONUCHbIE BYKBLI, LMPbI N HECKONBLKO CMMBOJSIOB,
TaKMe Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE Ja@HHbIE HA CalUTax, KOTOPbIM HE JOBEPHAELLb.
OneKTpoHHas noyTa

ONEeKTPOHHAas NoYTa - 3TO TEXHONOIMA U NPeaoCcTaBnNseMble €0 YCryrn No NepPechbIsike u
NOJSTYYEHMUIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OBbI4HO AMNEKTPOHHbIV MOYTOBBIN AWK BbIrMAANT Crieayowmm obpa3om:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepefaym npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasaTb dpaunsibi.

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHOM NOYTOMN:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BbIOOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Nyylle JOBEPSATb TEM, KOro 3HaeLlb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NIMYHOM NoYTE NUYHY0 MHopmaunio. Hanpumep, nyyiwe Boibpatb
"My3blkanbHbI_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumo. ITo Koraa NOMMUMO Napons Hy>KHO BBOAUTb
ko4, npucbinaemoin no SMS;



4. Bbibepu CnoxHbln naponb. nsa KaXaoro noYToBOro silmka AomKeH b6biTb CBOK
HaZEeXHbIN, YCTOWYMBLIN K B3[IOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb cCaMOMY CBOW JIMYHbIA BOMNPOC, UCMOSTb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBbKO MOYTOBbLIX ALWMKOB. NepBbl 4151 YaCTHOW Nepenncku ¢
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO ANEKTPOHHbIN agpec He Hago
MCrnonb3oBaTh NPU perucTpauum Ha oopymMax u camrtax;

7. He oTkpbiBan hansbl U gpyrue BrIOXKEHUA B MMCbMaXx, JaXe eCrlv OHW NpuLnun ot
TBOMX ApYy3€en. Jlydlle yTOYHM Yy HUX, OTNPaBAsann v oHn Tebe atn pannbl;

8. MNMocne okoHYyaHWsi paboTbl HA MOYTOBOM CEPBUCE Nepes 3aKkpbiTUEM BKIALKN C
canToM He 3abyab HaxaTb Ha "Beiitun".

KnbepOynnuHr nnu supTyanbHoe n3geBaTensCcTBO

KnbepbynnuHr - npecrnegosaHue coobLeHnsaIMn, coaepkaimmm ockopbnenus,
arpeccuio, 3anyrmBaHue; XynmraHcTeo; coumnanbHoe BOMKOTUPOBaAHNE C MOMOLLbIO
pPasfnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIIMHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCnn HEeT
TOro, K KOMy MOXHO 06paTuUTbCs, TO BHa4ane ycrnokontbcs. Ecnun Tl Ha4Helb
oTBeYaTb 0cKOpbreHnsaMn Ha ockopbneHust, To ToMNbKo ele 6onbLie pasoxokeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByIOT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BECTU XynuUraHckui obpas BupTyanbHOM XU3HU. IHTEpHET oMKCcupyeT Bce
TBOM OENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eamHnyHbIN Heratne. OgHOpPa3oBble OCKOpOUTENbHbIE COOBLLEHUS
nyywe urHopuposatb. OBbLIYHO arpeccus NpekpawlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb B6JTOKMPOBKM OTNPaBKM COOOLLEHMI C
ornpeaerieHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBom 4eNCTBUS: BbICTYNUTb NPOTUB
npecrenosaTens, nokasaTb eMy, YTO ero AeNCTBUS OLIEHNBAKTCS HEraTUBHO,
noaaepkatb XXepTBY, KOTOPOM Hy)XKHa NCUXONornyeckasi NOMOLLb, COOOLLNTL B3POCHbIM
0 chakTe arpeccrMBHOro NOBEAEHNS B CETU.

MoObunbHbIM TENedOoH

CoBpeMeHHble cMapTdOHbI 1 MNaHLLeTbl coaepXaT B cebe BnosnHe B3pochblii
byHKUMOHATI, 1 TeNepb OHN MOTYT KOHKYPUPOBATb CO CTaLMOHAPHBLIMI KOMMbIOTEPAMM.
OpHako, CpeAcTB 3alumThl ANs NOA0OHbIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHme



M NOWCK YSAI3BUMOCTEN B HUX NMPOMCXOAUT He TaK MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcsl U MOOUNbHBIX NPUNOXEHWUNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYEeCKN LOrHann HacTonbHbIe
aHanoru, ogHako paclmpeHue yHKLMoHana BreyeT 3a cobon 6onbLUY CIIOXHOCTb U
MEHbLLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce npon3BoanTESIN BbllMyCKaroT obHoBnEeHus, 3aKpblBawOLWNE KPUTNHECKNE
YyA3BUMOCTU OJ1A CBOUX yCTpOVICTB.

OcHoBHble coBeTbl Ang 6e3onacHOCT MOBUBLHOIO Te]'le(bOHaZ

Huuero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHbiM. Byab ocTopoxeH, BeAb korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAKMEe-TO NNaTHble
ycnyru;

Ayman, npexae 4em oTnpasute SMS, ¢ooTo nnmn Bngeo. Tbl TOYHO 3HaeLUb, [Ae OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo oBHOBNATL OnepaunoHHY0 CUCTEMY TBOEro CMapTgOHa;
cnonb3yn aHTUBMpPYCHbIE NporpamMmmbl 4511 MOBUITbHBIX TENEOHOB;

He 3arpyxaii npunoxxeHus oT HEUM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT COAepXKaTb
BPEAOHOCHOE NporpaMmmHoe obecrneveHue;

[Mocne Toro Kak Tbl BbInAELWb C CanTa, rae BBOAWI JIMYHYIO MHAOpMaUuio, 3anau B
HacTpownkn bpaysepa n yganm cookies;

rlepI/IO,EI,VI‘-IeCKVI I'IpOBGpFIVI, Kakue nriatHble YCIyrn aktuBupoBaHbl Ha TBOEM HOMEPE;

[aBan ceor HoMep MOBUITLHOIO TenedoHa TOMLKO NIOASM, KOTOPbIX Thl 3HaELb 1 KOMY
aoBepsieLb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOr4a Tbl UM HE Nonb3yelbes. He 3abbiBan nHorga
NpPoBEpPATb 3TO.

Online wvrpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLME Pa3BIieYeHus,
ob6beauHsIIoLLMEe COTHM ThiCsY YenoBeK Mo BCeMy MUpY. MIrpokn nccnenytot 4aHHbIA UM
MUp, OBLLLaTCS APYr C APYFOM, BbINOMHAOT 3a4aHus], CPaXkaloTCsl C MOHCTpamMu u
nony4atoT onbIT. 3a y4OBOMbCTBME OHW MAATAT: NOKyNarT AMCK, OnnavynBatoT
aboHeMeHT unu npuobpeTaloT Kakmne-To onumun.

Bce atn cpenctea nayT Ha nogaepxaHne n passnuTtue Urpbl, a Takke Ha camy
6e30nacHoOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLI, BbllMYyCKAOTCA HOBbIE NATHUN
(Lll/l(*)pOBbIe 3annaTtkm an4d nporpaMM), 3aKpbIBAKTCA YA3BMMOCTU CEPBEPOB.

B nogoOGHbIx nrpax CTouT ornacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXkun
TBOEro naporsd, Ha KoOTopoM OCHOBaHa CUCTeEMa aBTOpU3aLnn OonblMHCTBA urp.

OcHOBHble coBeTbl MO 6€30NacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnu gpyron urpok BegeTt cebs nnoxo unu cosgaeT tebe HenpuaTHOCTK, 3abroKnpyn
€ro B CN1cKe UrpoKos;



2. MNoxanynca agMUHUCTpaToOpaM Urpbl Ha NIIOX0e NoBeaeHue 3TOro Urpoka,
XenaTtenbHO NPUNOXWTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nuyHyto MHpopmarmo B npodansne urpsbl,
4. YBaxan Opyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble naTin n Mogbl;

6. Micnonb3ymn crnoxHble 1 pasHble naponu,

7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tl UrpaeLlb, TBOM
KOMMNbIOTEP MOTYT 3apasunThb.

OUKnHr nnn Kpaika JIM4YHbIX OaHHbIX

O6bl4yHOM Kpaxken geHer U JOKYMEHTOB CEerofHsi y>ke HUKOro He yauBULb, HO C
pa3BUTUEM NUHTEPHET-TEXHOSOMMI 3MT0YMbILLUNIEHHUKN NEPEMECTUININCE B UHTEPHET, U
NPoAoSKaT 3aHUMaTbCs "NodMbIM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMT B NMOSTydeHuUn KoHuaeHUManbHbIX AaHHbIX Nonb3oBaTternen -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak douwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, Y4TO TBOS aHkeTa Obina
B3flOMaHa, To Heob6xoaMMo 3abnoKkMpoBaTh €€ U COOBLWMTL aAMUHUCTPaToOpaM pecypca
06 9TOM Kak MOXHO CKopee;

2. MCI'IOJ'Ib3)/I?I ©e3onacHble Beb-canTbl, B TOM YuCne, MHTEepHeT-MarasmHoB ”
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILUMIEHHUKM NOoNyYaT AOCTYN TOSMbKO K OAHOMY TBOEMY NPOdUIIo B CETU, a HE KO
BCEM,;

4. Ecnu Te6s B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOUX 3HAKOMbIX,
koTopble AoGaBneHbl Yy Tebsi B APY3bsX, O TOM, YTO Tebs B3riomanu 1, BO3MOXHO, OT
TBOEro MMeHun ByaeT paccbinaTbCsi Cnam M CCbINIKM Ha (PULLMHIOBLIE CalTb;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTknoumn coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dansbl U gpyrue BrIOXEHUA B MMCbMaXx, JaXe eCrnv OHW NpUuLnu ot
TBOUX ApYy3en. Jlyylle yTOYHN Y HUX, OTNPaBNAnu N oHn Tebe atn dannsl.

Lindposas penyTtaums

Lindbposas penytaumsa - 370 HeraTMBHas UM NO3UTUBHAA MHpopMauma B ceTu o Tebe.
KomnpomeTupyowaa nHdpopmMmauus, pasMmeLLleHHasa B UHTEPHETE, MOXeT cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearnbHOM Xn3HW. "Lindposas penytaums” - 370 TBOW
UMULX, KOTOPbIN hopMmmpyeTcsa n3s nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTeNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, OCOOEHHOCTU
Xapakrtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HakannBaeTcsi B CETU.



MHorne nogpoCTKM NErkoMbICNIEHHO OTHOCATCA K NyGnmMkaumMm NM4Hon nHopmaummn B
NHTepHeTe, He NOHMMAasi BO3MOXHbIX NOCNeACTBUIA. Thl fJaXe HEe CMOXeLLb AoragaTbCa
0 TOM, 4YTO hoTorpadus, pasmeLleHHas 5 neT Ha3ag, cTana NPUYNHON OTKa3a NPUHSATb
Tebsa Ha paborTy.

KommeHTapumn, pasmelleHne TBomx ootorpadoum n gpyrme 4emCcTBms MoryT He
NCYE3HYTb AaXke Nocne Toro, Kak Tbl X yaanuib. Tbl HE 3HaeLUb, KTO COXpaHun aTy
NMHopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHUnIach i OHa, a
rmaBHOE: YTO NoAyMatoT O Tebe oKkpyxatowme noan, KOTopble HAaNgYT U YBUAAT 3TO.
Hantn nHdopmaumnio MHOro neT ChycTsi CMOXET Nobon - kak U3 Aobpbix NodyaeHun,
Tak U C HAMEPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHble CcoBeTbl MO 3aLUMTe LMGPOBON penyTauum:

1. MNogyman, npexage 4em 4to-To NybnukoBaTthb 1 nepeaasath y cebs B 6rore nnm B
coumanbHON CeTu;

2. B HacTponkax npounst ycTaHOBU OrpaHUYeHns Ha NPOCMOTP TBOEro npodouns u ero
COAepXXMMOoro, caenam ero TofnbKo "ansa apysen”;

3. He pasmeLlan n He ykasbiBan MHGOPMaLMIO, KOTOpasa MOXeT KOro-nmbo ockopbnaTb
nnNn obmxaTb.

ABTOpPCKOE npaBo

CoBpeMEHHbIE LLKOSNIbHUKM - aKTUBHbIE NOMb30BaTENN LMEGPOBOro NPOCTPaHCTBA.
OpHako ganeko He BCce 3HatoT, YTO NOSIb30BaHNE MHOTMMU BO3MOXHOCTSIMU LiMppOBOro
Mupa TpebyeT cobnogeHns nNpaB Ha MHTENNEeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTENNekTyanbHas cCO6CTBEHHOCTL" OTHOCUTCS K Pa3fMyHbIM TBOPEHNSAM
4YerioBeYeCKOro yma, HauymHasi C HoBbIX M300peTeHnin N 3HakoB, 0603HaYaKLLNX
COBCTBEHHOCTb Ha NPOAYKThI M YCIYrK, U 3aKkaH4MBas KHUramu, ootorpapusamu,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt cOBCTBEHHOCTb Ha NPON3BEAEHUS
Hayku, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4YeCTBe rapaHTum
TOrO, YTO UHTENNEKTYanbHbIA/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, A4acT emMy
crnpaBeanvBble BO3MOXHOCTU 3apaboTaTb Ha pesyrbTaTtax CBOEro Tpyaa, nonyyYnTb
N3BECTHOCTb W Npu3HaHune. HukTo 6e3 paspelleHnst aBTopa He MOXXeT BOCNPOM3BOAUTb
€ro npovsBefeHne, pacnpocTpaHsiTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaasaThb,
MMMNOPTMPOBAaTb, NyckaTb B MPOKaT, NyGIIMYHO UCMONHSATL, NOKa3blBaTb/UCMOMHATL B
adupe unu pasmeLyaTb B VIHTepHeTe.

Mcnonb3oBaHue "nmpaTckoro” nporpaMMHOro obecneyeHms MoXXeT NPUBECTU K MHOMMM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 00 6NnOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIIeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble U 6GecnnaTHble NPOorpaMmbl, KOTOPbIE MOXXHO HANUTU B CETU.

O noprane

CeTeBMYOK.pc - TBOV IMaBHbIN COBETYMK B CETU. 34EChb Thbl MOXELb Y3HATb O

6e30nacHOCTM B CETU NOHATHBIM U AOCTYMHbBIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTUYECKON cuTyaumm obpaTuTbCs 3a COBETOM. A TaKKe NPUHATb ydacTue B

KOHKypCcax 1 ctatb caMbiM LUAPOBLIM rpaxgaHMHOM!



